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DIGITAL TRANSFORMATION
OF INTERNAL AUDIT IN KAZAKHSTAN

In the context of the accelerating digital transformation of the Republic of Kazakhstan’s economy,
the need to rethink the role of internal audit and the tools for modernizing production systems is be-
coming increasingly important, particularly in the small and medium-sized enterprise (SME) sector. This
study is devoted to the development and justification of an integrated model of intelligent Lean-audit that
combines the principles of lean manufacturing, the Six Sigma methodology, and Industry 4.0 concepts.
The purpose of the research is to determine the directions for the intellectualization and digitalization of
internal audit and production processes by proposing a practical tool for assessing the current state of an
enterprise, identifying problematic areas, and forming a strategic roadmap for digital development. The
methodological framework includes international standards (ISA 315, COSO, INTOSAI) adapted to na-
tional conditions, as well as a developed diagnostic questionnaire and a tiered matrix of Lean 4.0 meth-
ods. The main results show that the combination of a diagnostic questionnaire and a layered matrix of
methods enables a comprehensive analysis of the production system, enabling the identification of gaps
between the current and target states and the selection of relevant Industry 4.0 tools. The developed
Lean 4.0 model demonstrates flexibility, applicability in resource-constrained settings, and effective-
ness in structuring improvement processes. The study’s value lies in the creation of a practice-oriented
audit model tailored specifically for SMEs, filling a significant gap in existing methodologies. Its practi-
cal significance lies in the model’s potential for directly applying it to modernizing production systems,
increasing digital maturity, and optimizing corporate governance. The transformation of internal audit
is becoming a strategic foundation for a sustainable and transparent economy in Kazakhstan: the use of
digital technologies and Al creates an intelligent control system focused on risk prevention, increasing
trust, and supporting long-term development.

Keywords: internal audit, digital transformation, Lean 4.0, Industry 4.0, Six Sigma, Big Data.
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lwiki ayAMTTIH,
umndpabik, KasakcraHaarbl TpaHcchopmanmsicbl

KasakcTaH Pecny6GAmnKacbiHbIH 3KOHOMMKACBIHbIH, >KEAEA UMMDPABIK, TPaHCOPMaLIMS >KaF AabIHAA
IlWKi ayAMTTIH pPOAIH KanlTa Kapay >XeHe 6HAIPICTIK >XyheAepai, ocipece LWaFblH >8He opTa
kacinopbiHaap (LLUOK) cekTopbliH MOAEPHM3AUMIAQY KYPAAAAPBIH XXETIAAIPY KaXKeTTiAiri aptaabl. bya
3epTTey MHTEAAEKTYaAAbl Lean-ayAMTTiH MHTerpaumsAaHFaH MOAEAIH 93ipAeyre apHaAFaH, OA TMIMAI
eHAIpic npuHuMnTepiH, Six Sigma aaictemeciH xoeHe MHAycTpust 4.0 KOHUENUMsIAapbiH OipikTipeAi.
3epTTeyaiH MakcaTbl — ilWKi ayAMT MeH 6HAIPICTIK MpouecTepAi MHTEAAEKTYaAM3auMmsiAay >KeHe
UMpPAAHABIPY OarbITTapbiH aHbIKTay, KOCIMOPbIHHbIH, aFbIMAAFbl >KaFAaiblH OaraAay, NMPOBAEMaAbIK,
aMaKTapAbl afKbIHAQY YKOHe LMQPAbIK AAMYAbIH CTPaTerusAbiK XKOA KapTacblH >Kacayfa apHaAfFaH
NPaKTUKAAbIK, KYPaA YCbIHY. METOAOAOIMSAbIK, 6a3a XaAblkapaAblk, cTaHaapTTapabl (MCA 315, COSO,
INTOSAI) KamMTHAbI, OAQp YATTbIK, XKaFAarAapra GerMiMAEAreH, COHbIMEH KaTap apHaiibl ©3ipAEHreH
AMArHOCTMKAAbIK, cayaAHama MeH Lean 4.0 oaicTepiHiH AEHreMAik MaTpuuacbl KOAAAHbBIAAQAbI.
3epTTeyAiH Herisri HoTUXKeAepi AMAarHOCTUKAAbIK, CAyaAHaMa MEH BAICTEPAIH AEHIrell MaTpMLACBIHbIH,
YHAECIMI aFbIMAAFbI )KOHE MaKCaTTbl Kyl apacblHAAFbl aALLIAKTbIKTapAbl aHbIKTayFa >kaHe MHAycTpms
4.0 comkec KypaAAapblH TaHAAyFa MYMKIHAIK GepeTiH OHAIPICTIK >KYMeHi >KaH-)XaKTbl TaAAAYAbl
KamTamacbl3 eTeTiHiH kepceTeai. O3sipaeHreH lean 4.0 MOAEAI MKEMAIAIKTI, LieKTeyAi pecypcrap
>KaFAaMbIHAQ KOAAQHBIAYAbI XK8HE »KaKCcapTy MPOLECTEPiH KYPbIAbIMAQYAAFbl TMIMAIAIKTI KepceTeAl.
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YLWiH apHaibl 6erimaereH Taxxipmnbere 6arbITTaAFaH ayAMT MOAEAIH Kypy 60AbIM Tabbiaaabl, OYA KOA-
AQHbICTaFbl dAiCTemMeAepAeri EAeyAi OAKBIABIKTBIH OPHbIH TOATbIPaAbl. [TpakTUKaAbIK, MaHbI3ABIAbIFbI
BHAIpIC XynMeAepiH MoAepHM3aLmMsiAay, LMQPABIK XKETIAYAI apTTbIPy >KoHe KOPropaTmMBTIK GacKapyAbl
OHTAMAQHADBIPY YLIIH MOAEAbAI TIKEAEN MarAaAaHy MYMKIHAITIHAE KepiHeAi. lwKi ayAuTTi TpaHchop-
MaumsAaay KasakcTaHHbIH, OPHBIKTbI XKOHEe alliblK, 3KOHOMMKACBIHbIH, CTPATErMnsAbIK, HEri3iHe aiHaAaAbl:
UMPABIK, TEXHOAOTMSAAP MeH AW KOAAAHY BakbIAQYAbIH, 3USTKEPAIK XKYMECiH KAAbINTACTbIPAAbI.

TyiiH ce3aep: iLKi ayAUT, UMdpAbIK TpaHcopmaums, Lean 4.0, MHaycTpus 4.0, Six Sigma, yAkeH
AepekTep.
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LincppoBas TpaHcchopmanmsi BHyTPEeHHEro ayAmMrta
B KasaxcraHe

B ycaoBuMsx yckopsiowencs unpoBon TpaHcopmaumm skoHoMrkK Pecry6Ankmn KasaxcraH Bos-
pactaeT HEO6XOAMMOCTb NMEPEOCMbICAEHMS POAM BHYTPEHHEr0 ayAMTa M MHCTPYMEHTOB MOAEPHM3aLMM
NMPOU3BOACTBEHHbIX CUCTEM, OCOOEHHO B CEKTOPE MaAblX M CpeaHuX npeanpustuin (MCIT). Hactos-
Llee MCCAEAOBaHME MOCBSILLEHO pa3paboTke M 060CHOBAHMIO MHTErPUPOBAHHOM MOAEAM MHTEAAEKTY-
aAbHOro Lean-ayamTa, OObEAMHSIOWEN MPUHLMILI GEPEKAMBOIO MPOU3BOACTBA, METOAOAOMMIO Six
Sigma m koHuenumu MHayctpumn 4.0. Lleab paboTbl — ONpeAeAnTb HarpaBAEHUS MHTEAAEKTYaAM3aLUMm
M unpoBM3aLMM BHYTPEHHETO ayAMTa U NMPOM3BOACTBEHHbIX MPOLLECCOB, MPEAAOXKMB MPAKTUYECKMIA
MHCTPYMEHT OLIEHKM TEKYLLEro COCTOSIHWS MPeANpPUsTUS, BbIIBAEHMS NMPOOAEMHbIX obAacTeit U op-
MMPOBAHUS CTpaTErmuyeckon AOPOXKHOM KapTbl LMPPOBOro pas3smTus. Metoporormyeckas 6asa BKAKO-
yaeT MeXKAyHapoaHble ctaHaapTbl (MCA 315, COSO, INTOSAI), apanTrpoBaHHbIe NOA HaLMOHAAbHblEe
YCAOBMS, a TakXKe pa3paboTaHHYIO AMArHOCTUYECKYIO aHKeTy M YPOBHEBYIO MaTpuly METoAOB Lean
4.0. OCHOBHble pe3yAbTaTbl MCCAEAOBAHMS MOKa3blBAOT, YTO COYETAHME AMArHOCTUYECKOWM aHKETbI
M YPOBHEBOWM MaTpuLbl METOAOB ObecreunBaeT KOMMAEKCHbI aHaAM3 MPOM3BOACTBEHHOM CUCTEMBbI,
MO3BOASIS BbISIBASITb Pa3pbiBbl MEXXAY TEKYLIMM M LIEAEBbIM COCTOSIHUEM U MOAOMPaTb PEAEBAHTHbIE
MHCTPYMeHTbI MHAycTpumn 4.0. PaspaboTaHHas MoaeAb Lean 4.0 AEMOHCTPUPYET rMbKOCTb, Nnpume-
HUMOCTb B YCAOBMSIX OFpPaHUMUYEHHbIX PecypcoB M 3(p(eKTUBHOCTb B CTPYKTYPMPOBAHMM MPOLLECCOB
yAyuLlleHust. LIeHHOCTb MccAeA0BaHUS 3aKAIOYAETCS B CO3AAHUM NMPaKTUKO-OPUEHTUPOBAHHON MOAEAM
ayAMTa, AAANTUPOBaAHHOM CrielmaAbHO AAs MCIT1, UTO BOCMOAHSIET CYLLLECTBEHHbIN MPOOEA B CYLLECTBY-
IOLLMX MeTOAOAOrMSX. [pakTnyeckas 3HaYMMOCTb MPOSIBASIETCS B BO3MOXXHOCTU MPSIMOrO MCMOAb30-
BaHWS MOAEAU AAS MOAEPHM3ALMKM NMPON3BOACTBEHHbIX CUCTEM, MOBbILEHNS LM(POBOI 3PEAOCTU U
ONTUMM3aLLMM KOPMOPATMBHOIO YrpaBAeHWs. TpaHcopmMaums BHyTPEHHErO ayAnTa CTAHOBUTCS CTpa-
TEernMyeckoil OCHOBOWM YCTOMYMBOM M MPO3PaYHOM 3KOHOMMKM KaszaxcTaHa: nprvMeHeHue LMPOBbIX
TexHoAorMiA n MW hopMUpyeT MHTEAAEKTYaAbHYIO CUCTEMY KOHTPOASl, OPUEHTMPOBAHHYIO Ha MpPeA-
yNpexxAeHWe pUCKoB, POCT AOBEPUS M MOAAEP>KKY AOATOCPOYHOIO Pa3BUTUS.

KAroueBble cAOBa: BHYTPEeHHUI ayauT, umdpoBas TpaHcdopmMaums, Lean 4.0, MHaycTpms 4.0, Six
Sigma, 60AbLIME AQHHbIE.

Introduction

In the modern conditions of the transition of the
economy of the Republic of Kazakhstan to a digital
development model, the improvement of the inter-
nal audit system as a key instrument of corporate
governance and state financial control is of particu-
lar importance. The accelerated adoption of digital
technologies, automated management platforms,
electronic services, and big data processing tools is
changing the architecture of management processes
in both the public sector and private business. This
leads to the need to transform control systems fo-

cused not only on fixing violations, but also on time-
ly prevention of risks.

Modern internal audit is considered as an intelli-
gent system that provides data analysis, monitoring
of business processes and forecasting potential vio-
lations based on the integration of digital platforms,
machine learning algorithms, Data Analytics meth-
ods and risk-oriented models. This approach signifi-
cantly expands the functionality of the audit, going
beyond the traditional follow-up control. It involves
the auditor’s participation in strategic management,
evaluating the effectiveness of processes and devel-
oping recommendations for optimizing activities.
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However, digital transformation is also accom-
panied by a number of challenges.

Firstly, there is a growing complexity of infor-
mation systems and an increasing need for data pro-
tection and cybersecurity.

Secondly, there is a growing need to train highly
qualified personnel who are proficient in digital ana-
lytics tools and are able to interpret the results of
automated systems.

Thirdly, there remains an imbalance between
the level of technological equipment of organiza-
tions and the maturity of their control functions,
which can lead to the risk of incorrect management
decisions.

The urgency of the problem is reinforced by the
fact that government and corporate structures are
under pressure from the requirements of transpar-
ency, efficient use of budgetary and private funds,
reducing corruption risks and strengthening the con-
fidence of stakeholders. In these circumstances, in-
ternal audit should perform not only the verification
function, but also the role of an analytical tool that
provides prevention of potential violations and sup-
port for managerial decision-making.

Thus, the relevance of the research is determined
by the need to develop conceptual and practical so-
lutions for the transformation of internal audit into
an intelligent system based on digital technologies
and data analysis, which corresponds to the strategic
goals of modernizing public administration and the
corporate sector of the Republic of Kazakhstan.

Lean Manufacturing is an important method-
ological foundation of digital transformation. Ini-
tially aimed at eliminating losses and ensuring con-
tinuous improvement, the concept of Lean in the
context of digitalization has transformed into Lean
4.0, combining the advantages of lean methods with
digital platforms, automation and analytics. An even
higher level of process optimization is achieved with
the integration of Lean and Six Sigma, an approach
focused on reducing variability and improving pro-
cess quality.

This study aims to develop a universal au-
dit model that allows you to diagnose the level of
readiness of an enterprise for digital transforma-
tion, identify areas for improvement and prioritize
measures to implement Industry 4.0 technologies.
The model is based on the principles of Lean and
Six Sigma, adapted to the conditions of small and
medium-sized enterprises (SMEs) and handicrafts
(for example, furniture workshops), and It includes
tools for evaluation, visualization, and moderniza-
tion planning.
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The object of this study is the internal audit
system of small and medium-sized enterprises of
the Republic of Kazakhstan operating in a digital
environment and implementing Industry 4.0 tech-
nologies, considered as a set of organizational, tech-
nological and information-analytical elements of
production and management processes. The study
answers the following questions:

1. Is it possible to determine the current and tar-
get condition of an enterprise based on diagnostic
measurements and factors?

2. Is it possible to develop universal recommen-
dations for the modernization of SMEs with differ-
ent technological maturity?

3. Is it possible to form a priority system that
ensures a gradual transition to Industry 4.0?

The proposed model provides a practical basis
for the gradual modernization of production systems
and integration into the digital industrial ecosystem.

Special attention is paid to the problems of inte-
grating digital analytical tools into control process-
es, barriers and opportunities for intellectualizing
audit activities, as well as the role of preliminary
examination of audit objects as a key stage forming
the basis for risk-based planning and improving the
effectiveness of management decisions.

Literature review

The problem discussed in the article is related
to the fact that internal audit in Kazakhstan still re-
lies heavily on traditional control methods — spot
checks, after-the-fact analysis of documents, man-
ual processing of reports. This approach does not
allow timely identification of risks, prevention of vi-
olations and proactive management of financial re-
sources. In conditions of high dynamics of econom-
ic processes and increasing complexity of business
models, such methods become insufficient. There is
a gap between the growing requirements for the ef-
fectiveness of control and the actual capabilities of
existing audit procedures.

Current trends in the digitalization of the econo-
my involve the use of big data analysis technologies,
artificial intelligence, and robotic automation of pro-
cesses, which can ensure continuous monitoring and
prompt detection of deviations.

However, in Kazakhstan, the implementation
of such solutions is fragmented and not systematic.
Most organizations face limited digital maturity, a
lack of specialist competencies, a lack of method-
ological approaches and unified standards for digital
internal audit. This makes it difficult to move from
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a traditional control function to digital risk manage-
ment.

Recent studies confirm that the digitalization of
internal audit has become a key area of development
of the modern financial control system. The review
paper “The Digital Transformation of the Internal
Audit Function: A Qualitative Literature Review”
(Research Gate, 2025) systematizes approaches to
the implementation of Big Data, AI/ML, RPA and
Blockchain technologies, noting that they radically
increase the speed, accuracy and analytical potential
of internal audit, while changing its conceptual role
— from retrospective verification to predictive and
analytical risk management.

The standards developed (IIA, 2024) pay a lot
of attention to how internal audit should work in a
digital environment, ensuring compliance with new
technologies, risks of digital transformation and eth-
ical requirements.

The modern internal audit function is also ac-
tively facing the challenges of digital transforma-
tion. The evolution of the internal audit function,
the audit methodology, the digital maturity model
for internal audit, the impact of COVID 19, and
the changing roles and skills of the auditor are dis-
cussed in the work of Nabil Daij (2023). The author
examines a systematic analysis of how technologi-
cal changes (data analytics, RPA, clouds, Al, block-
chain) affect internal audit, its methodologies, tasks,
and competencies.

At the same time, a study by the Institute of In-
ternal Auditors conducted in 2021 and aimed at ana-
lyzing how the audit reacted to the 2020 crisis and
technological changes showed that only a small part
of audit functions managed to implement modern
technologies and cloud solutions; many remain on
old (spreadsheets, e-mail) systems.

These conclusions are confirmed by the obser-
vations of German researcher M. Eulerich (2025),
who notes in the review “Technology and Internal
Auditing” (2025) that data analytics and machine
learning technologies are forming a “new intelligent
audit architecture.” He emphasizes that along with
technological advantages, digitalization requires the
development of digital competencies of auditors,
since it is the human factor that remains the key link
in data interpretation and management decision-
making.

Publications of international professional com-
munities, such as ISACA (“Robotic Process Auto-
mation for Internal Audit”, 2020), emphasize that
robotization of audit procedures increases labor

productivity and quality of control, freeing the audi-
tor from repetitive operations. However, the authors
warn of the need to adapt the internal control meth-
odology and review risk management approaches
when implementing RPA systems.

According to practical materials from Deloitte
(“Applying COSO ERM to Attificial Intelligence “,
2023), the application of the COSO ERM concept to
Al-based projects provides a systematic approach to
assessing digital risks, from data security issues to
issues of transparency and ethics of algorithms. This
approach demonstrates how the elements of COSO
(control environment, monitoring, information
channels) can be adapted to digital technologies,
which corresponds to the tasks of Kazakhstan’s in-
ternal audit.

Domestic research also reflects these global
trends. It should be noted that this is not the first time
that attention to the issues of digital transformation
of auditing has been formed in Kazakhstan. Back in
the work of Yerdavletova F. (2015) “On the issue of
improving auditing in the oil and gas sector of the
economy”, the need to modernize control methods
and introduce technological solutions to improve
the quality of verification was emphasized. Subse-
quent studies confirm the sustainability of this trend.
In particular, in the work “HOW TO HANDLE IN-
TERNAL AUDITOR INDEPENDENCE GAP?”
the authors Nurmagambetova A., Abdelrady, H. M.,
& Mohamed, S. (2023) propose practical measures
to improve the objectivity and effectiveness of inter-
nal audit in organizations, highlighting digital tech-
nologies, among other things. A study by scientists
(Yerdavletova F., Bimendieva L., et al., 2024) notes
the role of digitalization of audit as a key factor in
improving the efficiency of national resource man-
agement, which is consistent with global trends in
the development of the economy of the Republic of
Kazakhstan. Further development of the topic is re-
flected in the work of V.I. Berezyuk. “Prospects for
the development of digital audit in the Republic of
Kazakhstan (2024) focuses on the need to integrate
digital technologies into the activities of govern-
ment agencies and the corporate sector. The author
highlights the barriers to digitalization — insuffi-
cient IT infrastructure, staff shortages, and the need
to harmonize national standards with international
ones — and suggests ways to overcome them.

The work of other Kazakhstani authors (Kogut
0.Yu., et al., 2025) is devoted to modern trends in
audit digitalization and examines remote audit tech-
nologies, automated analytical systems and their im-

129



Digital transformation of internal audit in Kazakhstan

pact on the quality of control. The authors conclude
that transparency is increasing and human error is
being reduced due to the integration of digital solu-
tions into the practice of government and internal
audit.

In summary, the reviewed studies show that
the digitalization of internal audit contributes to
increased transparency, objectivity and effective-
ness of control, but requires an integrated ap-
proach — improving the regulatory framework,
COSO ERM methodology and the development of
digital competencies of auditors.

Thus, in the context of digitalization, internal
audit is being transformed from a traditional control
mechanism into a strategic corporate governance
tool. The introduction of artificial intelligence, ro-
botics, and big data analysis technologies makes it
possible to move from reactive detection of viola-
tions to proactive risk management and increase the
efficiency of the public and corporate sectors.

These trends are especially relevant for Kazakh-
stan, where a digital ecosystem of state financial
control is being formed, requiring a harmonious
combination of international standards, technologi-
cal innovations and professional competence of au-
ditors.

The literature review showed that, despite the
availability of research on certain aspects of digi-
talization and improvement of internal audit pro-
cedures, a comprehensive scientific approach to
the formation of a digital model of internal audit in
modern conditions has practically not been devel-
oped. The available works mainly consider techni-
cal tools or organizational issues of implementing
IT solutions, however, the relationship of digital
technologies with the methodology of audit analy-
sis, risk assessment and improving the effectiveness
of the internal control system remains insufficiently
studied.

In addition, there are no uniform methodologi-
cal recommendations and practical models in the
Kazakh scientific literature that allow integrating
big data analytics, artificial intelligence and process
automation into the activities of internal audit de-
partments. This gap limits the ability of government
and corporate organizations to move from tradition-
al audits to proactive risk management.

Thus, the need for scientific substantiation and
development of a concept for the development of
modern internal audit based on digital technologies
determines the high relevance of the chosen research
topic and its importance for improving management
systems in the Republic of Kazakhstan.
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Methodology

The methodological basis of the research is
based on a combination of systemic, institutional
and process approaches that ensure a holistic per-
ception of the digital transformation of internal audit
as a socio-economic and managerial phenomenon.

The theoretical basis was:

- International standards IIA (International Pro-
fessional Practices Framework);

- the concept of COSO ERM (Enterprise Risk
Management);

- INTOSAI GOV 9140 recommendations on in-
ternal control;

- strategic documents of Kazakhstan — the Law
“On State Audit and Financial Control” (2015), the
Digital Kazakhstan program.

The systematic approach allowed us to consider
internal audit as an element of the digital ecosystem
of public administration, including analytical plat-
forms and artificial intelligence.

The purpose of the study is to substantiate the
mechanisms of digital transformation of internal au-
dit in Kazakhstan and identify ways to increase its
effectiveness through the introduction of innovative
technologies (AL, RPA, Big Data).

Research methods — use a set of general scien-
tific and special methods, including:

- system analysis — identification of interrela-
tions between the elements of internal audit and
digital platforms;

- comparative method — comparison of Kazakh-
stan’s practice with international standards (IIA,
ISACA, OECD);

- content analysis — processing of publications
and regulatory documents;

- expert survey — assessment of the level of digi-
talization of internal audit functions;

- inductive-deductive analysis — identification
of patterns based on empirical data;

- case method — analysis of the implementation
of RPA and Al in large organizations in Kazakhstan.

The empirical research base includes:

- data from the Ministry of Finance of the Re-
public of Kazakhstan, the Accounts Committee, the
Financial Monitoring Agency;

- reports from the World Bank, OECD, PwC,
Deloitte, ISACA;

- scientific publications of Kazakhstani re-
searchers;

- digital platforms: e-Audit, Qoldau.kz , e-Qazyna.

Reliability is ensured:

- using official sources and international stan-
dards;
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- triangulation — comparison of data from vari-
ous sources;

- using representative analytical methods.

The scientific novelty is the clarification of the
concept of “digital internal audit” and the develop-
ment of an author’s model for integrating Al, RPA
and COSO ERM into the practice of internal control
in Kazakhstan.

Methodological limitations — the study is lim-
ited to the normative and organizational analysis
of digitalization without quantitative methods (re-
gression analysis). A promising direction is the
development of an indicative model of the digital
maturity of internal audit based on KPIs and risk
indicators.

In connection with the methods considered, we
considered the Reference Matrix of methods pro-

posed in (Carter, D. and Baker, B., 1992) and was
developed to implement the concept of Concurrent
Engineering. In contrast, this work offers a new
methodological model focused on the implementa-
tion of the principles of Industry 4.0, taking into ac-
count the Lean Six Sigma approach.

To increase the adaptability of the matrix, it is
proposed to include maturity levels corresponding
to each key factor within each assessment. This pro-
vides a more detailed interpretation of the results
obtained at the first stage of the model. The levels
are related to the digital conversion of the results
used to convert the values on the Likert scale into
numerical indicators used in data analysis (Table 1).

The resulting matrix of methods (Table 2) is
structured by columns — proposed approaches, and
by rows — maturity levels.

Table 1 — Qualitative and quantitative levels for evaluating the matrix of methods

Ne Level Qualitative assessment Quantitative assessment
1 Level 1 I totally disagree 0.0
2 Level 2 Rather, I disagree 0.3
3 Level 3 Rather, I agree 0.7
4 Level 4 I totally agree 1.0
Note — Compiled by the authors based on the source Appelbaum et al. (2017).

Table 2 — Matrix of methods for the key factor “Ubiquity” (Ubiquity), dimension: “Information”

Level Readiness Maturity: the initial stage | Maturity: a transitional stage | Maturity: advanced stage
No parameters have been There are no sensors for There are no digital Augmented reality devices
1 (0.0) |defined for measuring monitoring any production |interfaces or touch devices in | are not used for real-time
production performance. sites. the workplace. data visualization.
The basic parameters (input/ | Sensors are installed Some workplaces have Classical devices are used
2 (0.3) |output) for individual produc- | to monitor individual digital visualization and/or | to display asynchronous
tion operations are defined. production sites. data interaction interfaces. information.
The parameters for measur- The sensors are Digital interfaces and sensors | Digital devices (screens,
ing individual aspects of pro- | . for visualization and interac- | wearable gadgets, etc.) are
3(0.7) . implemented on several . . . . .
duction (inputs, processes, L tion with data are installed used to display data in real
production lines. . .
outputs) are defined. on some of the workstations. |time.
Parameters have been Intelligent sensors of Augmented reality devices
4(1.0) defined to measure most various types have been in- | Most workplaces have digital | are used to visualize
’ of the production aspects stalled to monitor most pro- | interfaces and smart sensors. |production information in
(inputs, processes, outputs). | duction lines and centers. real time.

Note — Compiled by the authors on the basis of, with the use of Alles et al. (2008)

The proposed matrix of methods defines the
necessary tools to ensure the successful implemen-
tation of the production system in accordance with

the requirements of Industry 4.0. Similar to the as-
sessment questionnaire, the matrix is structured by
dimensions, key factors and approaches. Its use
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makes it possible to form general methodological
recommendations, determine the necessary stages
of maturity and adapt implementation paths to the
specifics of each project and the context of the en-
terprise.

Results and discussion

Internal audit, in accordance with international
standards (IIA, ISA, COSO), is an independent as-
sessment, consulting and control activity aimed at
improving management efficiency, minimizing risks
and ensuring the reliability of financial information.

In Kazakhstan, the regulatory framework for in-
ternal audit is regulated by the Law of the Republic
of Kazakhstan “On State Audit and Financial Con-
trol” (2015), internal audit standards approved by
authorized bodies, as well as the COSO ERM (En-
terprise Risk Management) methodology.

The modern paradigm of internal audit involves
a transition from formal control to intelligent risk
management. This includes the use of digital plat-
forms, analytical systems, artificial intelligence
(Al), and machine learning (ML) to process large
amounts of data, predict anomalies, and identify
corruption risks.

An important trend is the introduction of robotic
data analysis tools (RPA), which makes it possible
to automate routine checks and focus the auditor’s
attention on analytical, strategic and predictive ac-
tivities.

The diagram (Fig. 1) below shows the increase
in the digital maturity of Kazakhstan’s internal audit
over the past five years. As you can see, the digi-
tal maturity index has increased from 22% to 68%,
which indicates the significant impact of the intro-
duction of AI, RPA and Big Data technologies on
the effectiveness of control processes.

2019

2020

2021

2022

2023

Figure 1 — The growth of the digital maturity of internal audit in the Republic of Kazakhstan
Note — Developed by the authors according to the sources.

Despite the active digitalization of the public
sector and business, the internal audit system in Ka-
zakhstan faces a number of problems:

* low level of integration of information control
and data analysis systems;

* Lack of a unified national digital audit plat-
form,;

* Insufficient training in data analytics and IT
auditing;

 Limited use of intelligent algorithms to assess
risks and identify inconsistencies;

* The predominance of after-the-fact checks in-
stead of predictive monitoring.

These problems slow down the development
of the audit function as an intellectual management
link and limit the government’s ability to ensure
transparency and efficiency of financial flows.
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The presented structure (Fig. 2) shows the main
barriers to the introduction of digital technologies
in the internal audit system of Kazakhstan. Staffing
shortages (35%) and insufficient IT infrastructure
(28%) are predominant. This indicates the need for
systematic training of specialists and investments in
digital infrastructure.

The growth of the market is a significant factor
confirming the need for further development of the
internal audit system, as the increase in the volume
of audits and the complexity of business processes
require more highly qualified auditors, the use of
modern digital tools and the transition to risk-based
assessment and monitoring methodologies.

The graph shown in Figure 3 clearly demonstrates
the growth of the Kazakhstan audit services market
over a 5-year period (2018-2023) by 2.5 times.
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W staffing shortage M regulatory restrictions

low digital competencies IT infrastructure

Figure 2 — The main barriers to the digitalization of internal audit in the Republic of Kazakhstan
Note — Compiled by the author, Bepestok B. U. (2024)
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Figure 3 — Dynamics of the audit services market in the Republic of Kazakhstan
Note — Compiled by the author, according to the Audit Committee of the Ministry
of Finance of the Republic of Kazakhstan (2024)

Thus, the current level of digitalization of in-
ternal audit in Kazakhstan remains insufficient for
a complete transition to a risk-based and predictive
control model. The fragmentation of information
systems, the lack of a unified national audit plat-
form, and the lack of specialists in data analytics and
IT auditing continue to limit the ability of internal
audits to promptly identify and prevent violations.
Despite the expansion of the market and the active
introduction of digital solutions, auditing is still
largely focused on after-the-fact checks. Overcom-
ing the identified barriers requires targeted training
of professional personnel, modernization of digital
infrastructure and the introduction of predictive and
analytical tools, which will transform audit into an
intelligent mechanism for supporting management
decisions.

It is impossible to make the transition to such
a model without correctly constructing the initial
stage of the audit process. In this regard, a pre-
liminary study of the audit object is of particular
importance, ensuring the formation of a holistic
understanding of the organization’s activities, the
structure of business processes and key risk areas.
Understanding the context and environmental fea-
tures of the subject under review serves as the basis
for choosing adequate control methods, evaluating
the effectiveness of internal procedures, and using
digital analysis tools.

A preliminary study of an object in practice
means that the auditor gets a comprehensive under-
standing of the organizational structure, the inter-
nal control system, the specifics of the operations
performed and potential vulnerability factors. In
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accordance with the provisions of the Internation-
al Standards on Auditing (ISA 315 “Identification
and Assessment of the Risks of Material Misstate-
ment through Understanding the organization and
its Environment”), this stage forms the basis for
subsequent planning of audit procedures, determin-
ing audit priorities and selecting relevant analysis
methods.

In the context of digitalization, the content of
this stage is significantly expanded. Previously, the
focus was on studying documents and interview-
ing employees, but today the auditor has access to a
wide range of digital data — information databases,
automated registers of operations, log records of
systems, analytical panels and visualization tools.
The use of big data processing technologies and
anomaly detection algorithms allows not only to get
a more detailed picture of the processes, but also to
detect signs of deviations, inefficiency or potential
violations at an early stage.

Thus, the preliminary study of the audit object
becomes not just an introductory stage, but an ana-
lytical foundation that ensures the transition to pro-
active audit in a digital environment.

According to the International Standards on
Auditing (ISA 315 “Identification and Assessment
of the Risks of Material Misstatement through Un-
derstanding the organization and its Environment”),
a preliminary study is the basis for planning audit
procedures.

At this stage, the auditor:

1. Analyzes the organizational and legal struc-
ture and constituent documents;

2. Studies internal regulations, accounting poli-
cy, and management structure;

3. Evaluates the internal control system (ICS)
and the IT infrastructure;

4. Conducts a risk analysis, identifying areas of
potential violations;

5. Determines the scope and depth of subse-
quent checks.

In the context of digitalization, this stage is be-
ing significantly transformed. Instead of traditional
manual data collection, auditors use:

* Big Data analysis (processing big data on fi-
nancial transactions);

* Data mining (intelligent analysis and identifi-
cation of hidden patterns);

* Machine learning (algorithms capable of pre-
dicting anomalies);

* Digital twins — virtual simulation of financial
flows.
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This allows you to conduct a preliminary study
of the audit object in an automated mode, identify
trends, predict risks and minimize the likelihood of
errors at the planning stage.

At this stage, we can present a table showing the
impact of Big Data and machine learning on the ef-
fectiveness of preliminary analysis. According to re-
search, the use of digital doubles reduces the risk of
errors by 25-35%, and automation reduces the prep-
aration time by 40%. The international experience
of Germany, Singapore and Canada shows that the
integration of risk-based systems can significantly
improve the quality of audit planning.

The gradual expansion of the use of digital tech-
nologies at the preliminary analysis stage not only
increases the accuracy of risk assessment and reduc-
es the complexity of preparation, but also creates the
prerequisites for a qualitative change in the internal
audit model itself. In the process of implementing
automated data processing tools, digital doubles,
and analytical dashboards, auditing is shifting from
a traditional approach based on verifying operations
that have already been performed to a more dynamic
and predictive model.

It is here that the tendency towards intellectu-
alization of auditing activities is manifested, which
involves a shift in emphasis from fixing violations
after the fact to their real-time warning and analysis
of processes. This approach allows the auditor not
only to identify deviations, but also to understand
their causes, predict possible consequences, and
make recommendations aimed at optimizing man-
agement decisions.

The key areas of development in this context
are:

1. Integration of artificial intelligence into the
financial flow analysis system;

2. Application of cloud technologies for storage
and processing of audit data;

3. Development of a unified platform for state
internal audit (based on e-Gov and e-Otinish);

4. Using blockchain technologies to ensure
transparency of financial transactions;

5. Creation of intelligent dashboards for moni-
toring violations in real time.

This transition makes it possible to transform
internal audit into a strategic management tool that
ensures continuous monitoring of processes and in-
creases the efficiency of the organization.

The intelligent internal audit system is not only
a control tool, but also a mechanism for improving
the effectiveness of public administration. It forms



Zh.Sh. Satybaldiev et al.

a digital ecosystem of trust between government,
business and society.

In this regard, the use of artificial intelligence
and blockchain technologies in auditing. Accord-
ing to the OECD (2024), organizations using Al
increase forecasting accuracy by 50% and reduce
costs by 20%. The international experience of the
UK, South Korea and Canada shows that the intro-
duction of intelligent systems increases transparen-
cy and trust in data, as well as provides operational
monitoring of financial risks.

We believe that the development and digital
transformation of internal audit in Kazakhstan re-
quires a systematic approach aimed at creating a
sustainable digital environment for data control and
analysis. One of the key directions is the institution-
alization of digital internal audit as a separate ele-
ment of the national financial supervision system.
This implies the normative consolidation of its prin-
ciples, functions and standards, as well as the cre-
ation of a single digital audit data space integrated
with existing public administration and e-govern-
ment platforms.

An important aspect of the development of digi-
tal audit is the formation of new professional com-
petencies of specialists combining knowledge in the
field of internal control, IT technologies and big data
analysis. To do this, it is advisable to introduce spe-
cialized educational programs and research initiatives
based on leading universities in Kazakhstan aimed at
training a new generation of analytical auditors.

(a) Dimensions
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Self-regulation
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Safety
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In continuation of the conducted research, the
results obtained confirm the applicability and ef-
fectiveness of the proposed Lean 4.0 audit model
for assessing the readiness of SMEs for digital
transformation. The analysis of the data obtained
in the first phase of the study made it possible to
identify maturity levels for each key factor and
identify critical areas requiring priority improve-
ment. The addition of a matrix of methods based
on Industry 4.0 and Lean Six Sigma concepts to
the model improved the accuracy of interpretation
of the results and allowed for more detailed recom-
mendations for enterprises.

The priority measurement map is used to
identify imbalances in various key factors ac-
cording to the proposed approaches. This allows
us to identify the necessary areas of improve-
ment that will contribute to the effective mod-
ernization of the company within the framework
of the Industry 4.0 concept, based on the prin-
ciples of Lean Manufacturing and the Six Sigma
methodology.

During the application of the proposed meth-
odology, it was found that the use of a layered ap-
proach (from basic to advanced) facilitates the
identification of gaps between the current and tar-
get state of the production system. In addition, the
adaptive structure of the matrix of methods makes it
a universal tool applicable to enterprises of various
industries, regardless of their digital maturity and
resource constraints (Fig. 4).

(b) Key Factors

Decentralized
—systems

Automation

Logistics

Human
involvement

Continuous
improvement

Knowlepge
Conclusions Management

Figure 4 — The obtained radial diagrams: (a) measurements and (b) key factors based
on the results of the evaluation questionnaire for the production department
Note — Compiled by the author, according to Avila-Gutiérrez et al. (2025)
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The results obtained demonstrate that the com-
bination of a diagnostic questionnaire and a level
matrix of methods provides a comprehensive analy-
sis of the production system, as well as allows you
to build a realistic modernization trajectory. This in-
tegration contributes to the informed choice of im-
provement tools, the selection of Industry 4.0 tech-
nologies in accordance with the current capabilities
of the enterprise and the consistent achievement of
digital maturity stages.

In general, the study highlights that the proposed
Lean 4.0 model is able not only to identify problem
areas, but also to guide the enterprise along the path
of structured improvements based on Lean and Six
Sigma methodologies. The application of the model

has shown its potential as a practical tool for manag-
ing the modernization of SMEs, which is especially
important in conditions of limited resources and
high variability of production processes.

The results of the study open up opportunities
for further scientific developments. In the future, the
model can be expanded by (Fig. 5).:

- enabling predictive analytics and artificial in-
telligence tools;

- development of industry modules for enterpris-
es with different production specifics;

- integration of ESG and sustainable develop-
ment indicators into the assessment system;

- testing the model on a sample of enterprises in
different regions and countries.
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Figure 5 — Updated measurement map for the production department of the audited company
Note — Compiled by the author, according to Avila-Gutiérrez et al (2025)

Thus, the proposed Lean 4.0 model demon-
strates high practical significance and is a flexible
tool to support the digital transformation of SMEs,
providing a systematic and step-by-step increase in
their technological maturity.

This study presents an innovative Lean audit
model specifically designed to meet the moderniza-
tion needs and transition to Industry 4.0 of small and
medium-sized enterprises (SMEs) in the manufac-

136

turing sector, especially those that rely on traditional
or artisanal production systems. The main purpose of
the work was to create a structured tool that allows
SMEs to assess their current state, identify key areas
for improvement and identify priorities for effective
digital transformation. The proposed approach is
based on the basic principles of Lean Manufactur-
ing, Lean Thinking, and Lean management, taking
into account limited resources (Table 3).
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Table 3 — Matrix of methods with levels for the key factor: Continuous improvement (Measurement: Integration)

. Maturity: the initial st . .. .
Levels Readiness atunity: the initial stage Maturity: In-Transition Maturity: Advanced level
(Start-Up)
1(0.0) Traditional Lean tools are | Traditional Lean tools are | Modern Lean tools are not | Modern Lean tools are not
' not used. not used. used. used.
A separate traditional Several traditional A separate traditional Several traditional
2(0.3) management tool is used management tools that are | management tool is used management tools that are
that is not related to Lean. | not related to Lean are used. |that is not related to Lean. | not related to Lean are used.
The traditional Lean tool Several traditional Lean The modern Lean tool Several modern Lean tools
3(0.7) is used sporadically in tools are used sporadically |is used sporadically in are used sporadically in
individual departments. in individual departments.  |individual departments. individual departments.
A separate traditional Lean | Several traditional Lean A separate modern Lean Several modern Lean tools
4(1.0) tool is used regularly in tools are used regularly in | tool is used regularly in are used regularly in most
) most departments; there is | most departments; there is | most departments; there is | departments; there is an
an expert staff. an expert staff. an expert staff. expert staff.

Note — Compiled by the authors on the basis of, with the use of COSO (2013)

The main contribution of this study is to develop
an integrated audit model specifically focused on the
challenges and resource constraints faced by small
and medium-sized enterprises (SMEs) on their way
to implementing Industry 4.0. Unlike numerous ex-
isting models, mainly designed for large companies,
the proposed model combines detailed diagnos-
tics, strategic recommendations and a prioritization
mechanism. based on the principles of Lean Manu-
facturing and the Six Sigma methodology. Highlight-
ing four consecutive strategic stages — “Readiness”,
“Initial stage”, “Transitional stage” and “Advanced
level” — forms a clear and logically structured road-
map for continuous improvement.

In addition, the study adapts and develops exist-
ing concepts such as the Carter and Baker Factors
Balance Method for parallel engineering, applying
them to the specific context of modernization of pro-
duction systems within the framework of the Lean
Six Sigma paradigm and Industry 4.0. The integra-
tion of the Likert scale into the assessment question-
naire represents an improvement over dichotomous
models, providing a more comprehensive and nu-
anced data collection.

Thus, the proposed Lean 4.0 audit model is
a valuable and practical tool for SMEs seeking to
modernize their production processes and effective-
ly integrate digital technologies in accordance with
their capabilities. The use of the model as part of a
case study confirms its potential to identify critical
areas of improvement, form strategic priorities, and
develop concrete actions based on Lean principles.
These actions ensure a gradual, optimized and sus-
tainable transition to Industry 4.0.

Focusing the model on the specific needs and
limitations of SMEs eliminates a significant gap in
the existing scientific literature and forms a reliable
basis for future modernization initiatives in this key
segment of the economy.

Of particular importance is the use of artificial
intelligence and machine learning technologies that
can not only detect violations after the fact, but also
predict their likelihood at an early stage. Intelligent
algorithms for risk analysis and modeling create the
basis for proactive control and prevent violations
even before they occur.

A promising area is also the development of the
analytical infrastructure of internal audit — data vi-
sualization systems, interactive dashboards and risk
maps that ensure transparency and efficiency of man-
agement decision-making. The introduction of such
tools will increase confidence in audit results and en-
sure more efficient use of budgetary resources.

In general, the transition to a comprehensive
ecosystem of digital internal audit is expected, com-
bining technologies, competencies and regulatory
mechanisms into a single intelligent risk and effi-
ciency management system.

The implementation of the proposed measures
will lead to a qualitative transformation of Kazakh-
stan’s internal audit, which will transform from a
mechanical verification tool into an intelligent risk
and efficiency management system based on digital
technologies, transparency and a scientific approach.

This will ensure the sustainable development
of the country, increase public confidence and inte-
grate Kazakhstan into the international digital finan-
cial control space.
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Conclusion

Thus, the development and transformation of
the internal audit system in Kazakhstan is not only
a requirement of the digital age, but also a strategic
necessity for building a sustainable, transparent and
efficient economy.

A key element of the new audit model is a pre-
liminary examination of the audit objects using digi-
tal technologies and artificial intelligence. This pro-
vides predictive control, helps to prevent violations,
increase public confidence, and ensure sustainable
development.

In the future, internal audit should become an in-
telligent risk management center that combines sci-
ence, digital technologies and public responsibility.
To achieve this goal, it is advisable to implement the
following practical recommendations:

1. Creation of a national digital internal audit
platform.

It should combine data from government infor-
mation systems (e-Gov, e-Kargy, e-Licensing, pub-
lic procurement portal) in order to automate moni-
toring and risk analysis in real time.

2. Implementation of artificial intelligence and
Big Data tools in control procedures. The use of ma-
chine learning algorithms will make it possible to
identify patterns and predict anomalies in financial
flows, increasing the accuracy and efficiency of the
auditor’s decisions.

3. Development of the Digital Maturity Model
of internal audit. It is necessary to identify key per-
formance indicators (KPIs) of digital processes, the

level of automation and analytical integration in
public sector organizations.

4. Improving the digital competencies of audi-
tors. It is necessary to introduce specialized educa-
tional programs based on leading universities in Ka-
zakhstan (in particular, al-Farabi Kazakh National
University), including courses on data analytics,
RPA, IT audit and digital risk management.

5. Harmonization of national standards with
international ones (IIA, ISACA, INTOSAI). This
will ensure that Kazakhstan’s internal audit system
meets global requirements for transparency, effi-
ciency, and cybersecurity.

6. Development of scientific and practical coop-
eration between universities and internal audit bod-
ies. The creation of digital audit research laborato-
ries at universities will make it possible to integrate
scientific developments into the practice of state and
corporate control.

7. Formation of a unified ethical and legal
framework for digital audit. It is necessary to pro-
vide for regulatory regulation of the use of artificial
intelligence, data protection and responsibility for
automated solutions in the field of financial control.

The implementation of these measures will al-
low Kazakhstan to move from a traditional audit
model to an intelligent control ecosystem based on
transparency, predictive analysis and digital interac-
tion. The implementation of these approaches will
strengthen trust in government institutions, improve
the quality of financial management, and ensure the
sustainability of the economy in the face of digital
transformation.
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