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DIGITALIZATION OF ACCOUNTING AND
AUDITING AS A FACTOR IN INCREASING
THE EFFICIENCY OF NATIONAL RESOURCE MANAGEMENT

National resources are an important element of economic development, determining the possibili-
ties and prospects of the country, and their effective management contributes to the achievement of
economic growth and prosperity of any country. Improving the quality of national resource management
will significantly increase the output of the gross product. The accounting and auditing industry is criti-
cal in organizing management and making informed decisions in ensuring compliance with regulatory
requirements for the efficient use of national resources. Recently, these industries have seen a shift to-
wards digital transformation. Recently, these industries have seen a shift towards digital transformation,
which in the modern world affects many aspects from business processes and technologies to employee
competency assessment. And as a result, digital innovations have affected the accounting and auditing
system. New accounting and auditing tools have emerged, making the system even more efficient and
informative, which in turn contributes to the growth of prosperity in any country. At the same time, there
is currently no model for the development of accounting and auditing that is being transformed in the
direction of digitalization of the management of the country’s national resources. The article reveals the
features of the transformation of accounting and auditing associated with digitalization, and how this
process contributes to the efficiency of national resource management. The object of the study was digi-
tal accounting and auditing technologies and their application in the management of national resources.
The directions of modernization of accounting and auditing processes related to the use of digital data
in the processing of reporting information, how to obtain financial information for its users today, us-
ing advanced digital technologies, and what impact technological innovations have on accounting and
auditing of national resources are studied. The dialectical and empirical methods are used as the main
methodological principles of the study. The main result of the study is a generalization of the stages
of transformation of accounting and auditing processes in modern conditions of digitalization, aimed
at improving the efficiency of managing the country’s national resources. The results obtained can be
used by economic entities to strengthen their competitive advantages in the context of global digital
transformation.

Key words: accounting, audit, digitalization, electronic reporting, national resources, blockchain
technology, robotization.
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byxraATepAik ecen neH ayAMTTi UMpPAAHABIPY
YATTbIK, peCypcTapAbl 6ackapy THIMAIAITiH apTTbipy dpakTopbl peTiHAe

YATTbIK, pECypCTap eAAiH MyMKIHAIKTEPI MeH GoAallaFbiH alKbIHAAMTbIH SKOHOMMKAABIK, AAMYAbIH,
MaHbI3Abl SAEMEHTI GOAbIMN TabbIAAAbl XKOHE OAAPAbI TMIMAI BacKapy Ke3 KeAreH eAAiH 3KOHOMMKAADIK,
eCyi MEH epKeHAgeYiHe bIKMaA eTeai. YATTbIK pecypcrapAbl 6ackapy canacbliH >KakcapTy XKaArbl OHIM
WbIFapyAbl aliTapAbIKTaM apTTbipaAbl. ByxraATepAik ecen >KeHe ayAMT CaAachbl YATTbIK, PeCypcTapAbl
TMIMAI ManmaaAaHy 6GOWMbIHILA HOPMATMBTIK TaAanTapAblH CakTaAyblH KaMTaMacbl3 eTir, WwewiMAepAi
KabblApayFa >XoHe 6acKapyAbl YMbIMAACTbIPYAbIH, HEri3i. 3aMaHayn 9AeMAE COHFbl XXbIAAAPbI aTaAFaH
caranapaa BUBHEC ypAICTep MEH TEXHOAOTMSIAAPAAH 6acTan Kbi3METKEPAEPAIH, KaCiOMAIriH Garasay
CUSIKTbI aCreKTIAePAI KOCa aAFaHA, CaHAbIK TpaHCopMaumsFakapai esrepic 6aikasaabl. Byxraatepaik
€ecer NneH ayAMTTIH >KaHaAaHFaH KypaAAapbl nanaa 6oayaa. HatuxkeciHae xxyre 6ypbIHFbIAQH T€3 XKaHe
aKnapatTbl 6oAFaH. byA 63 ke3eriHae eAaiH 9A-ayKaTbiHbIH 6cyiHe acep eTeAi. COHbIMEH KaTap, Kasipri
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Kartap, Kasipri yakbiTTa eAAiH YATTbIK, pecypcTapbiH 6ackapyAbl UMPAAHABIPY OaFbITbiIHAQ TYPAEHAI-
pyre 60AaTbIH ecen neH ayAMTTi AaMbITYAbIH Oipae-0ip MOAEA >KOK. Makaaa Gyxraatepaik ecen nex
AYAMTTIH LM paraHAbIPbIAYbIMEH BAMAAHBICTbI TpaHCOPMaLMsiAay ©3releAiKTepiH XxaHe B6yA ypaic-
TiH YATTbIK pecypcTapAbl 6ackapy THMIMAIAIriHE bIKMAAbIH cuMaTTayFa apHaAfaH. 3epTTey oObekTicCi
UMPABIK, €cen NMeH ayAMT TEXHOAOTUSIAAPbI KOHE OAApPAbl YATTbIK, pecypcTapAbl 6ackapyAa KOAAAHY
60AAbl. COHbIMEH KaTap, WapyallblAbIK, KbI3METTiH, aknapaThiH OHAEYAE CaHABIK, AEPEKTEPAI KOAAAHY-
Fa GaiAaHbICTbl ByXraATepAIK ecen neH ayAMTTi XKYPri3yAe 3amaHaym TEXHOAOTUSIAAPAbI KOHE MHHO-
BaLMSIAAPADbI MaAaAaHy YATTbIK, peCypTapAblH ecebi MeH ayAMTIH YIMbIMAACTbIPYFa 8Cepi 3epTTEeAeA.
3epTTey >KYMbICbIHbIH, HEri3ri 8AiCHaMaAbIK, KaFMAAAAPbl GOAbIM AMAAEKTUKAABIK, KOHE IMIMPUKAABIK,
aAicTepi aAblHFaH. 3epTTeyAiH 6acTbl HOTUMXKECI EAAIH YATTbIH pecypcTapbiH GacKapyAblH THUIMAIAI-
riH apTTbIPY MakcaTbiHAAFbI, Ka3ipri 3aMaHAarbl UMGParaHABIPY XKaFAaribiHAQ, ByXraATepAik ecen nex
AYAMT YPAICTEpiHiH TpaHCopMaLMs KE3EHAEPIH XaArMbIAay GOAbIN TabblAaAbl. IKOHOMUKAAIK, CyOb-
eKTIAep aAblHFaH HATMXEAEpPAI, >kahaHABIK CaHAbIK TpaHCOpMaLIMs XKaFAalblHAQ, ©3AepiHiH 6aceke-
AECTIK apTbIKLbIAbIKTapbIH apTTbIPyAd KOAAQHA aAaAbI.

Ty#in ce3aep: GyxraaTepaik ecer, ayAuT, UM PAAHAbIPY, SAEKTPOHAbI €CEMTIAIK, YATTbIK, Pecypc-
Tap, 6GAOKUENH TEXHOAOTMSICbI, PpO6OTU3ALMSAAAPY .
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LincppoBu3zaums yuera u ayamta kak pakTop rnoBbiLLIEHUS!
3(ppeKTUBHOCTH yrpaBAEHUSI HALLMOHAABHBIMU pecypcamm

HauroHaAbHble pecypcbl SBASIOTCS BaXKHbIM DAEMEHTOM Pas3BUTUS SKOHOMMKM, OMPEAEASIOLLIMM
BO3MO>XHOCTM M MEepPCrnekTVBbl CTPaHbl, U MX 3(PPEKTUBHOE YNPaBAEHME CMOCOBCTBYET AOCTUXKEHMIO
3KOHOMMYECKOro POCTa M MPOLBETaHus AOON CTpaHbl. [MoBbilleHWe KayecTBa YNpaBAEHWs HaLMo-
HaAbHbIMM PECYPCaMM MO3BOAMT CYLLECTBEHHO YBEAMUMTDH BbIMycK BaAoBoro npoaykra. Cepa 6yx-
raATEPCKOro yyeta M ayAuTa MMeeT pellaiolee 3HauyeHWe B OpraHu3aumu yrpaBAEHWUS W MPUHATUM
060CHOBaHHbIX peLeHni B obecrneveHnn COBAIOAEHNS HOPMATUBHbIX Tpe6GoBaHUiA N0 3(HHEKTUBHOMY
MCMOAb30BaHMIO HALMOHAABHBIX PECYpPCOB. B mocAeaHee Bpemsi B 3TMX OTPACASX HAOAIOAQETCS CABUT B
CTOPOHY LMppoBOI TpaHchopMaLmm, KOTopasi B COBPEMEHHOM MMpPe, 3aTparMBaeT MHOXKECTBO acrek-
TOB OT OM3HEC-MPOLLECCOB U TEXHOAOTUI AO OLIEHKM KOMMETEHLMII COTPYAHMKOB. M Kak caeacTBue
UMPOBbIE MHHOBALIMM 3aTPOHYAM CUCTEMY YueTa M ayAuTa. BO3HUKAM HOBble MHCTPYMEHTbI BEAEHUS
GYXraATEPCKOrO yueTa M OCYLLECTBAEHUS ay AUTOPCKON AESTEALHOCTM, GAAroAapst KOTOPbIM CUCTEMA
CTaHOBUTCH ellle HoAee onepaTMBHOM U MH(OPMATMBHOWM, YTO B CBOIO OYepeAb CrocoOCTBYeT poCTy
6AarococTosiHus A6O CTpaHbl. B TO >ke Bpems B HACTOosILLEee BPEMS HE CYLLECTBYET Kakon-AM60 MOAE-
AV Pa3BUTHS YUeTa 1 ayAnTa, TPAHCPOPMUPYEMON B HarpaBAEHWM LMPPOBM3aLMM YIIPAaBAEHNS HaLM-
OHaAbHbIMK pecypcamu cTpaHbl. CTaTbs packpbiBaeT 0COOEHHOCTN TpaHcopmMaumm ByXraATepckoro
yueTa n ayAmTa, CBSI3aHHbIe C LM POBM3aLIMEN, 1 KakK AaHHbIM NMpoLLecc crnocobcTByeT 3hheKTUBHOCTH
yNpaBAEHUS HALMOHaAbHbIMK pecypcamn. OObEKTOM UCCAEAOBAHMS BbICTYMMAM LMPOBbIE TEXHOAO-
rMmn ByXraATepckoro yuyera U ayAuta M MX NMPUMEHeHVE B YNPaBAEHWM HALMOHAAbHbIMK Pecypcamu.
M3yyaloTcs HampaBAeHUS MOAEPHM3aLUMK MPOLIECCOB yyeTa M ayAMTa, CBS3aHHbIX C MCMOAb30BaHU-
€M UMDPOBbIX AAHHbIX MpK 06paboTKe OTUETHOM MH(OPMALMM, KaK MOAyYaTb CErOAHS (PUHAHCOBYIO
MH(OPMaLIMIO ee MOAb30BaTEASIM, TIPUMEHSS NMepeAOBble LIM(POBbIE TEXHOAOTMM, U KaKoe BAMSHUE
OKa3bIBAIOT TEXHOAOTMYECKME MHHOBALMM Ha OYXraATEPCKMIA YUET M ayAUT HALMOHAAbHbBIX PECYPCOB.
B kauecTBe OCHOBHbIX METOAOAOTMYECKMX MPUHLMMOB MCCAEAOBAHUS MPUMEHEHbI AMAAEKTUUYECKMIA
M 3MNMPUYECKMii METOAbI. OCHOBHbIM PE3YyAbTATOM MCCAEAOBaHMs siBAsieTCs 0606LeHne 3TarnoB
TpaHcopmaLMM NMPOLLECCOB YYeTa M ayAMTa B COBPEMEHHBIX YCAOBUSX LUM(POBM3aLMM, HarpaBAEH-
HbIX Ha MnoBblileHne 3hHEKTUBHOCTU YNPABAEHUS HALMOHAAbHbBIMK pecypcaMu CTpaHbl. [oAyyeHHble
pe3yAbTaTbl MOTYT 6bITb MCMOAb30BaHbl IKOHOMUYECKUMM CYyObEKTaMM AAS YCUAEHMSI KOHKYPEHTHbIX
NPEnMYLLLECTB B YCAOBMSIX TAOBAaAbHOM LMPOBOI TpaHCopMaLmm.

KatoueBble cAOBa: OyXraATEPCKMIA yUEeT, ayAUT, UM POBM3aLMS, IAEKTPOHHAS OTUETHOCTb, HaLLMO-
HaAbHbIE PECYPCbI, TEXHOAOTMS GAOKUENH, PO6OTU3LMS.
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Introduction

The digital economy, as we have already seen,
is a modern reality. Digital technologies have be-
come an integral part of social life and production
processes. The most significant achievements of the
digital economy today are — Robotics, Artificial In-
telligence, Cryptocurrency, Blockchain technology,
etc.

Digital technologies are capable of influencing
the strategies and competitiveness of companies in
the market, are constantly evolving and serve as pre-
requisites for the modernization of many economic
processes.

According to research, accounting is one of the
most ancient and traditional tools of the economy.
Throughout this time, the rules and methodology of
this mechanism have remained unchanged. But with
the advent of digital innovations, accounting and, as
a result, auditing are undergoing major changes.

In the accounting area, where digital technolo-
gies are already used, the following positive aspects
can be noted: increased transparency of informa-
tion; the ability to continuously monitor informa-
tion; increased consumer confidence in the results
of the audit; reduced processing time for mega data
and efficiency in preparing final reports.

This is the primary reason the IFRS Founda-
tion has led the way in embracing and implementing
digital technologies for many years, focusing on en-
hancing the IFRS taxonomy for electronic reporting.
To achieve this, a dedicated electronic language for
IFRS reporting was created, utilizing a specific li-
censed standard known as Extensible Business Re-
porting Language (XBRL), which essentially trans-
lates to «extensible business reporting language.

The primary goal of XBRL is to display financial
statements in compliance with IFRS (Juhandi et al.,
2022) and US GAAP in electronic form (Hoitash, R.,
Hoitash, U., Morris, 2020).

Electronic reporting has already become a pan-
European law. The European Commission has done
a lot of work to formulate requirements for listed
companies preparing consolidated IFRS financial
statements in electronic format. These require-
ments are part of a broader initiative to move the
EU towards a single electronic reporting format
(European Single Electronic Format), which should
facilitate access and improve the transparency of fi-
nancial information (Cati-Loredana, 2022).

Recognizing the importance and role of the
IASB in developing a high-quality IFRS Taxono-
my system, the IASB is simultaneously developing
standards on information technology-related topics.

The digital transformation of accounting pro-
cesses, in turn, entails changes in the tasks facing
the audit. The use of automated data processing con-
tributes to high-quality audits and allows for a more
thorough identification of possible risks, as well as
the prompt analysis of the resources used by com-
panies. Such modernization of audit increases trans-
parency, resulting in a high degree of confidence in
the reliability of audit results.

As part of this work, the directions for modern-
ization of accounting and audit processes related to
the use of digital data in the processing of report-
ing information are studied, how to obtain finan-
cial information for its users today, using advanced
digital technologies, and what impact technological
innovations have on accounting and audit tools in
general.

Literature review

The development of accounting as an economic
science is historically closely linked to the processes
taking place in the economy. In mid-2000, the lead-
ers of the G8 countries signed the Okinawa Charter
for a Global Information Society, marking the en-
try of developed countries into a new era of digital
development in the 21st century. (Okinawa Charter,
2000) The document noted that information and
communication technologies were becoming a key
factor in the global economy and were intended to
contribute to the mutually reinforcing goal of sus-
tainable economic growth. At the same time, one of
the main tasks is the need to reduce the gap in digital
technologies.

In the Address of the President of the Repub-
lic of Kazakhstan K-Zh.K.Tokayev dated 10, 2018
the first steps towards a new Kazakhstan and a new
world of the fourth industrial revolution were out-
lined, for this purpose, it was proposed to begin de-
veloping a third five-year industrialization program
dedicated to the formation of industries adapted to
the «digital era». The speech also proposed initiating
a large-scale systemic program for the development
of a new digital economy (Tokayev, 2018). Earlier,
in order to accelerate the pace of development of
the Kazakh economy and improve the quality of life
of citizens, a comprehensive program «Digital Ka-
zakhstan» was adopted, in which the formation of a
national digital economy in Kazakhstan was desig-
nated as one of the directions of such development.
At the same time, three main principles were defined
for the Digital Kazakhstan program: digitalization
of key industries, introduction of the latest technolo-
gies and use of digital approaches.
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The situation with the coronavirus pandemic has
accelerated the pace of digitalization of all econom-
ic processes several times over.

The IFRS Foundation has undertaken a number
of activities to share the global concern about the
impact of the coronavirus pandemic and to support
stakeholders. In December 2019, the TASB published
guidance on how to prepare financial statements in
the context of the pandemic. Then, it published an
updated version of the Taxonomy of International
Accounting Standards based on IFRS standards as
of 1 January 2020 (including those issued but not yet
effective). Then, in August 2020, the IFRS Foun-
dation approved amendments to IFRS 16 to reflect
new accounting rules for rent concessions arising
from covid-19. Finally, on 8 October 2020, the Fi-
nancial Reporting Council (FRC) proposed that all
business reporting, including financial statements,
be published digitally (FASB Staff, 2020).

The main argument of the Council was that com-
panies’ annual reports are too long and the informa-
tion is difficult to access. Many companies and users
face significant challenges in preparing and analyz-
ing the information contained in their reports, and
the Covid-19 pandemic has made this situation even
more difficult (FRC, 2020).

In domestic economic science, there is an insuf-
ficient number of studies devoted to the analysis of
the transformation of accounting and audit process-
es of national resources. Among the available scien-
tific works, it would be worth highlighting the work
on the development of digital audit in the Republic
of Kazakhstan (Berezuk, 2024). According to the
author, the rapid development of digitalization of
audit will strengthen the country’s economic secu-
rity and its further development. In addition, it was
concluded that there are problems in the Republic
of Kazakhstan that negatively affect the process of
digitalization of the economy of Kazakhstan. Con-
sequently, it becomes relevant to conduct research
aimed at both developing theoretical foundations for
this problem and studying best practices in the digi-
talization of accounting and audit processes. Most
of the studies on this topic are carried out by foreign
authors. Let us consider the most famous of them.

As already noted, developing digitalization af-
fects all stages of the accounting process — from
the formation of reports to the processing of their
indicators. The use of current computer technolo-
gies and communication tools has significantly in-
creased the number of possibilities for presenting
the results of the accounting process, and the use of
blockchain technology in the banking and financial
sector has entailed fundamental changes in the ac-
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counting system (Khurana et al., 2024; Bagrii, et al.,
2024). Blockchain technology can be widely used
in the preparation of reports, their coordination and
approval, as well as at different stages of their audit
(Hongdan Han et al., 2023).

There are different points of view on the benefits
of using the blockchain idea for the accounting and
auditing system. Firstly, the blockchain idea is con-
sidered as a mechanism that prevents fraudulent ac-
tivities (Pineda, et al., 2024). Secondly, blockchain
technology is capable of forming a realistic, veri-
fied and transparent accounting ecosystem (Kupe-
nova, et al., 2022). At the same time, in the current
conditions, the implementation of accounting on
the blockchain is technically impractical due to its
low speed and high energy consumption (Mohsina,
et al., 2024). Other experts believe that blockchain
is capable of changing the current accounting and
auditing practices, as it provides an accurate, timely
and automated data confirmation system. (Danach,
et al., 2024).

Well-known international accounting organi-
zations such as ICAEW, the Association of Char-
tered Certified Accountants (ACCA), the Chartered
Institute of Management Accountants (CIMA), the
Chartered Institute of Fiscal Accountants (CIPFA)
and the International Federation of Accountants
(IFAC) have published a lot of information on their
websites about blockchain technology. Deloitte,
EY, KPMG and PwC, the world’s largest network
of audit and consulting firms, are actively imple-
menting blockchain in their businesses to fully meet
the rapidly changing needs of their clients (O’Neal,
2019). For example, Deloitte created its Rubix divi-
sion and launched a plug-and-play blockchain prod-
uct (Leung, 2016; Palmer, 2019). EY introduced a
blockchain analyzer platform to support auditors’
reconciliations, PwC released cryptocurrency audit
software and updated its Halo tool for this purpose,
KPMG is collaborating with Microsoft to create
blockchain-based services (O’Neal, 2019).

In addition, there is a study that proves that
blockchain technology will affect the database
mechanism of accounting information systems
(AIS) simply because all the existing paper checks
will be digitized (Tan and Low, 2019). It is also be-
lieved that the technology can provide secure stor-
age of accounting data such as accounts payable and
receivable (Dai and Vasarhelyi, 2017) and improve
the efficiency of transaction recording (ICAEW,
2018). Deloitte (2017), McWaters (2016) and oth-
er researchers (Jayalakshmi, 2024) have identified
ways in which blockchain technology can address
current accounting and auditing system challenges,
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including simplifying the transaction recording pro-
cess, reducing settlement times and counterparty
risk, and minimizing fraudulent transactions.

All of the above suggest that there is a need to
consolidate the advanced modern digital technolo-
gies used in the accounting and audit process.

Methodology

To investigate the issues discussed in this work,
various general scientific methods were employed,
including theoretical generalizations, empirical
comparisons, scientific abstraction, expert-analyti-
cal evaluation, and cause-and-effect analysis.

To begin with, the study’s theoretical and meth-
odological framework was established using schol-
arly articles from respected researchers in the digital
transformation field, which were published in pres-
tigious journals. Following that, a thorough litera-
ture search was performed using keywords pertinent
to the research topic. Additionally, recognizing the
ongoing evolution of digital technologies, the study
also explored relevant industry literature, such as
reports, blogs, and news articles about cutting-edge
digital advancements. This strategy enabled us to
encompass a broad spectrum of literature on the lat-
est technologies associated with the digitalization of
economic processes, particularly focusing on inno-
vative approaches to accounting and auditing.

We examined pertinent sources from Scopus,
the largest database of abstracts and citations for
peer-reviewed literature, utilizing search terms such
as «digitalization», «accounting», «electronic re-
porting», «blockchainy, «roboticsy, «accounting
process», and «audit». Since our research intended
to pinpoint trends in the development of accounting
and auditing amidst digitalization, we refined our
search results to concentrate on journal articles and
particular subject areas such as Business, Manage-
ment, Accounting, Economics, and Reporting. As a
result, the study’s theoretical framework was based
on the contributions of notable modern scholars and
practitioners dedicated to improving accounting and
auditing processes associated with the collection,
consolidation, and analysis of data regarding the use
of national resources during the transition to digital
technologies. The challenges surrounding the global
transformation of accounting and auditing systems,
influenced by the information potential of the cur-
rent economic landscape, are particularly pressing
at this time.

The research employs a systems approach to ex-
amine how innovative digital technologies are reshap-
ing accounting methods within the accounting process.

The study primarily utilizes empirical methods
as its foundational methodological principles.

In the context of the methodological aspect of
our study, we drew attention to the works of many
leading scholars, including those by Dai and Va-
sarhelyi (2017), as well as Jayalakshmi (2024),
who proposed the use of blockchain for reporting
and auditing processes. Our study also considered
the potential of the new electronic reporting lan-
guage, XBRL International, which is recommend-
ed by the IFRS Foundation. This method is impor-
tant, as electronic reporting is gaining increasing
popularity worldwide, especially in the accounting
of public funds. The study primarily utilizes em-
pirical methods as its foundational methodologi-
cal principles. We have examined various sources
of information. In the methodological context of
our study, we have highlighted the works of lead-
ing scholars, such as Dai and Vasarhelyi (2017)
and Jayalakshmi (2024), who proposed the use of
blockchain for reporting and auditing processes.
Our study also explores the potential of the new
electronic reporting language, XBRL Internation-
al, recommended by the IFRS Foundation. This
method is significant, as electronic reporting is be-
coming increasingly popular worldwide, especially
in the accounting of public funds.

A key hypothesis of the research focuses on
identifying which accounting and auditing methods
are currently effective in global practice and deter-
mining their applicability in the context of global
digital transformation. The principal outcome of this
study is the synthesis of the stages of transformation
of accounting and auditing processes under contem-
porary digitalization conditions.

Results and discussion

The digitalization of accounting and financial
reporting is primarily influenced by the digital
transformation of business processes.

The adoption of the Law of the Republic of
Kazakhstan «On Informatization» in 2015 in the
country marked the beginning of the development
of digitalization of the country’s economy and con-
tributed to the formation of a new format of interac-
tion between government agencies and Society. Ac-
cording to official data from the Bureau of National
Statistics of the Agency for Strategic Planning and
Reforms of the Republic of Kazakhstan for 2023
(stat.gov.kz), the number of organizations using
the Internet portal in the period from 2016 to 2021
(available official data) grew every year, as shown
in the graph (Figure 1).
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Figure 1 — Number of organizations using the Internet portal for the period 2016 — 2021
Note — compiled by the authors based on the source Bureau of National Statistics
of the Agency for Strategic Planning and Reforms of the Republic of Kazakhstan

It should be noted that the analysis uses the
available official data on statistics of the Republic
of Kazakhstan, therefore this study describes gen-
eral trends in the field of application of information
resources in Kazakhstani companies.

Having studied the statistics, we see that every
year in our country more and more companies are
involved in the information process. As evidenced
by the growth in the number of organizations us-
ing the Internet portal, if in 2016 the number of
such companies was 36.3 thousand companies, in

2021 their number increased almost 2 times and
amounted to more than 63 thousand units. The
peak of growth was in 2019, a possible reason for
the growth was the pandemic, when many compa-
nies switched to a remote work format. Unfortu-
nately, official statistics do not provide official data
for 2022-2024, and therefore it is difficult to imag-
ine what the state is now. Nevertheless, it can be
concluded that the pace of digitalization is grow-
ing. This is evidenced by statistics by region (see
Figure 2).
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Figure 2 — Rating of the application of digital technologies in the regions of the Republic of Kazakhstan for 2023
Note — compiled by the authors based on the source Bureau of National Statistics
of the Agency for Strategic Planning and Reforms of the Republic of Kazakhstan
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As can be seen from the graph, official statis-
tics confirm that in every region of the country, the
process of digitalization development is underway,
which will entail the transformation of accounting
and auditing processes.

Currently, the advancement of accounting and
reporting within the framework of digitalization en-
compasses several key areas. (Figure 3):

1) the use of digital twin technology;

2) robotization of accounting operations;

3) using the idea of blockchain and the XBRL
International language.

Accounting process

The first element of the accounting pyramid
shown in Figure 3 — the reflection of transactions by
primary documents is digitalized using digital twin
technology. This method allows using sensors to
create «live assets» that automatically generate pri-
mary documents for all economic transactions.

The main advantages of digital document man-
agement are presented in Figure 4. Business process-
es increasingly use electronic document management
(EDM). Large and small companies are completely
switching to paperless office work, as they see legal,
analytical and business significance in this.

Technologies

« Blockchain

« Robotization

«  Mirrors / Digital Twins

Figure 3 — Directions of digitalization of accounting and reporting
Note — Compiled by the authors

Business significance Analytical significance Legal significance
4 N ili N
the ability to use dﬂm the ability to present a
. from electronic
the ability to document to
. ; documents that are s
implement business regulatory authorities

processes using
documents within a
single information
system

A\

V.

accessible to many
information systems in
a single repository and
exist in a single copy
(single document

\ entry). Y.

and courts, both
during operational use

and storage, and

during long-term
starage of documents.

Figure 4 — Key benefits of digital document management

Note — compiled by the authors




Digitalization of accounting and auditing as a factor in increasing the efficiency of national resource management

In this case, electronic documents have legal
force because:

1) various types of electronic signatures and
technologies for their application are used;

2) storage and use in related information sys-
tems in the mode of operational access is in place;

3) long-term storage mode is in place;

4) the format of document presentation is
changed (from paper to electronic, from electronic
to paper).

It is important to note that the introduction of
electronic digital signature (EDS) has become wide-
spread in the Republic of Kazakhstan as a way of
digitalizing accounting. According to the Law of the

Table 1 — Options for using an electronic signature

Republic of Kazakhstan «On Electronic Document
and Electronic Digital Signature», EDS is equiva-
lent to a handwritten signature and entails the same
legal consequences under certain conditions. In ad-
dition, this provision recognizes the admissibility of
using foreign EDS on the territory of the Republic of
Kazakhstan. (adilet.zan.kz, 2003).

Below in Figure 5 are presented the types of
electronic signature. In international practice in
electronic document management, three types of
signature can be used: simple, enhanced unquali-
fied and enhanced qualified. The options for using
an electronic digital signature can be very diverse
(see Table 1).

TYPES OF ELECTRONIC
SIGNATURE

TASKS

CONDITIONS OF LEGAL
FORCE

Simple Electronic Signature
(SES)

Approval of internal documents not related to financial
liability, coordination of documents

Presence of agreements between
the parties.

Enhanced Unqualified

Electronic Signature (UNES) |alignment of documents.

Authorization of external exchange documents and

Presence of agreements between
the parties

Enhanced qualified electronic
signature (EQES), including
cloud-based

Formal external document exchange with third parties. A
cloud-based electronic signature is utilized in situations
where using specialized software at an employee’s
workstation is not feasible or cost-effective, and where it’s
impractical to store electronic signature keys.

Without additional agreements,
until the expiration of the
certificate

Improved Enhanced Qualified

Electronic Signature (IEQES) and to the court

A single archive of electronic documents with the ability to
submit documents for inspection by regulatory authorities

Without additional agreements,
during the period of validity of the
document format and legitimate
cryptography

Note — Compiled by the authors, source: adilet.zan.kz

The next direction of accounting and reporting
transformation within the framework of digitaliza-
tion is the so-called robotization of accounting pro-
cesses.

Robotization can be applied in the processing of
various types of accounting operations implemented
through the preparation of registers.

Digitization of accounting operations takes the
form of robotization of the accounting function. A
robot (chatbot) is a virtual workplace that executes
algorithms according to a given scenario.

The process of identifying opportunities for au-
tomation starts with evaluating all current account-
ing procedures. Listed below are some criteria used
to assess the advantages of automation for a busi-
ness: a heavy workload, particularly in manual pro-
cessing, the repetitive nature of standard tasks, and
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high labor intensity stemming from outdated and
rigidly structured processes. A considerable portion
of accounting tasks fits these criteria. The primary
phases of automating accounting operations are il-
lustrated in Figure 6.

Formation of electronic reporting is the next di-
rection of transformation of the accounting process.
Modern technologies offer the formation of report-
ing based on the digital standard of open interna-
tional financial reporting XBRL and blockchain
technology.

We believe that utilizing blockchain for
reporting will enable tracking at different stages,
such as before and after an audit, and before and after
error corrections. This enhances the capabilities for
users. Figure 7 illustrates the development cycle of
blockchain technology.
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A simple signature
{UNS)

An enhanced unqualified electronic signature

The enhanced qualified electronic signature (QES)

Figure 5 — Types of electronic signature
Note — compiled by the authors

%

)

-
©

Figure 6 — Main stages of robotization of accounting operations
Note — compiled by the authors

Blockchain 1.0 mainly  pertains  to
cryptocurrencies, which are utilized in a range of
financial applications, such as transfer systems
and digital payments. A new development has
arisen from cryptocurrency transactions: crypto
assets, which exhibit features of both intangible

assets and financial investments. A key attribute
of cryptocurrency is that it does not have a
denomination, depends on cryptographic security,
and employs wallets for conducting transactions;
furthermore, the generation of cryptocurrency takes
place through a process called mining.
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Blockchain 2.0 is associated with smart contracts,
which enable entire sectors of economic, market,
and financial applications built on blockchain
technology to engage with various financial
instruments, including stocks, bonds, futures,
mortgages, titles, smart assets, and smart contracts.
The advancement of smart contracts promotes
the full automation of transaction accounting and

creates a new transparent information landscape for
developing innovative organizational structures of
capital through intellectual capital.

In contrast, Blockchain 3.0 represents the
concept of smart companies that go beyond mere
monetary transactions, finance, and markets. A
smart company exemplifies a unique organizational
model of ownership.

Blockchain 3.0
Programmable Smart Contract -
Blockchain 2.0

st sma oot D

Vehide Currencies

Distributed Ledgers

. » a : Data Layers Blockchain
e, I
Crypto-Currendes, Payment Network -
2009 2012 2014 2016 2017

Figure 7 — Development of blockchain technology
Note — based on the source (Tapscott D., Tapscott A., 2018)

The process of digitalization significantly in-
fluences not only accounting practices but also the
techniques and methods utilized in auditing. The
audit mechanism is compelled to automate its pro-
cesses, particularly with the emergence of integrated
reporting that highlights the utilization of national
resources.

It is important to emphasize that auditing en-
compasses more than just verifying financial state-
ments; its primary mission is to provide independent
and objective oversight, assess the targeted and le-
gal nature of asset expenditures, and evaluate the
appropriateness and effectiveness of management
decisions related to resource utilization, including
national resources. Consequently, I would like to
draw attention to a specific type of professional au-
dit activity that focuses on enhancing the efficiency
of national resource management, particularly in ar-
eas such as public finances, production, and natural,
human, and informational resources.

With the advent of digital technologies, the veri-
fication of the intended use of national resources
has become much faster and more efficient. The
productivity of auditors has increased, while the
requirements for professional knowledge have also
increased.
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Auditor competencies should be adapted to mar-
ket changes and should include such skills and abili-
ties as the use of cloud computing, big data, block-
chain and other IT trends of global digitalization.
All this affects the quality of audit in the modern
conditions of digitalization. Issues of high-quality
audit have repeatedly become the subject of discus-
sion among many scientists and practitioners.

In the past, digital technology audits (IT au-
dits) were usually limited to identifying the types
of information technology (IT) available and noth-
ing more. Nowadays, with the growing role of IT
in the business environment, the frequent use of
the term «information» and the impact of informa-
tion on business expansion, profitability growth, re-
source management, etc., audit requirements have
increased. In recent years, technology audits and
information systems audits have been used, which
has influenced the change in the forms and methods
of auditing (Anjum, et al., 2024).

Among the works devoted to the study of the im-
pact of digitalization on audit and its quality, three
studies should be highlighted (Tiberius, & Hirth,
2019; Giingor, & Adiloglu 2019); and Schreuder, &
Smuts, 2023). The study of these works allowed us
to conclude that, among other factors in the devel-
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opment of audit, two main trends in global business
should be highlighted: digital transformation and
strengthening of cybersecurity.

From this, we can infer that the quality of audits
improves in the context of digitalization when an
assessment is conducted to determine the impact of
digital technologies on resource management, along
with verifying their accuracy, efficiency, and reli-
ability during the audit process.

This is a set of complex management, audit
and technological actions that examine (check) the
consequences, as well as the risks of using digital
technologies, and ultimately assess their impact on
the efficiency of national resource management.
The digital technology market is constantly evolv-
ing, information is dynamic, which means that the
requirements for auditors performing the audit (IT
auditors) are always evolving and increasing. IT
audit can and should ensure a more reasonable use
of national resources. To achieve this, the reliabil-
ity of internal controls within information systems
is evaluated, focusing on how national resources
are allocated and utilized. This involves assessing
and analyzing management systems, procurement
policies, and contracts, as well as ensuring effective
change management.

In contemporary circumstances, IT auditors are
expected to ascertain whether the internal control
system has been properly designed and whether
safeguards are implemented to ensure the safety
and, crucially, the efficient use of national resources.

To do this, IT auditors are recommended to
check and analyze the following three components
of digital systems that manage these resources:

- availability (establishing how accessible infor-
mation on the use of resources is);

- security (determining the degree of availability
of resource data for authorized persons and all other
employees of the organization);

- integrity (checking the accuracy, timeliness
and reliability of resource data from information
systems).

Thus, this will allow the IT auditor to give a full
assessment of the security and reliability of the in-
formation system in relation to data on national re-
sources. In addition, during the audit, it is necessary
to check whether the company complies with the
relevant legislation in the field of management and
security of information data on resources. Based on
this, the auditor’s task is to assess compliance with
applicable laws, rules and standards in force in the
context of global digitalization.

As a result, IT auditors are responsible for as-
sessing the security and reliability of the informa-

tion system based on resource data. In addition, the
audit assesses whether the company complies with
relevant laws and regulations regarding the manage-
ment and security of resource information data. In
this regard, the task of auditors is to provide their
assessment of compliance with current legislation,
regulations and standards in force in the context of
global digitalization.

Conclusion

In conclusion, it is crucial to acknowledge that
the digitalization of economic processes will pro-
foundly alter accounting and auditing practices, re-
quiring substantial changes in educational focus in
these areas and the adoption of innovative tools.

The integration of blockchain technology is set
to significantly affect the organizational frameworks
of capital in the digital era.

The social consequences of digitalization are
already affecting employment in higher-level posi-
tions and driving changes in educational systems.

Additionally, the digitalization of accounting is
shaping the structure and features of software prod-
ucts, such as 1C, by integrating technologies like
XBRL, blockchain, robotics, and digital twins.

The transformation of accounting processes re-
lated to the management of national resources con-
sists of two main phases: digitization and implemen-
tation.

The first stage is digitization:

- internal document flow processes, and

- key accounting document flow processes.

The second stage involves the implementation
and further development of:

- external (applied) digital document flow and
electronic reporting;

- operational and archival services.

The audit activity on the use of national resourc-
es in the context of digitalization should include the
following steps:

1. Analysis of the current state of the use of digi-
tal resources and the level of development and skill
in the use of IT in the system of using information
technologies.

2. Assessment of possible risks in the use of dig-
ital resources available in the information system for
the use of national resources.

3. Providing recommendations for solving the
identified problems, for example, improving the
internal control system when using digital or other
types of national resources.

The new digital economy requires updated ac-
counting and auditing. And despite the fact that to-
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day there are no accounting and auditing standards
regulating the procedure for accepting for accounting
or checking, for example, digital assets. Accounting
and auditing are still among the factors influencing
a business that is undergoing active digitalization.

Digitalization is advancing rapidly and is set to
permeate all sectors and regions worldwide, includ-
ing Kazakhstan. This trend is largely attributed to
advancements in science and technology, coupled
with substantial government support for the adop-
tion of digital technologies.

As new technologies emerge, numerous eco-
nomic processes within the country are evolving.
Managing national resources necessitates swift,
precise, and timely decision-making, which can be
enhanced and streamlined through modern tools and
techniques. These methods encompass the adoption
of digital technologies in accounting and auditing,
such as cloud servers, specialized software, block-

chain, and electronic signatures. Furthermore, new
tools and updated software are continually being
developed, broadening the range of possibilities.
Therefore, ongoing research into the entire spectrum
of these processes is both feasible and essential.

Research Limitation: issues with insufficient
or poor-quality statistical data for in the field of ap-
plication of information resources in Kazakhstani
companies limit the full interpretation of these in-
dicators, which are indirectly related to the study’s
objectives.

Funding: the article was prepared under the
BR21882352 program «Development of a new para-
digm and concept for the development of state audit,
recommendations for improving the management
quality assessment system and the effective use of
national resourcesy within the targeted funding of the
Science Committee of the Ministry of Science and
Higher Education of the Republic of Kazakhstan.
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